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1 Introduction

The Astrophysics Knowledge Base for Analysis and Reporting (AKBAR) is a service provided by NASA's
High Energy Astrophysics Science Archive Research Center (HEASARC). AKBAR provides a web interfac
to submit and search information stored in a database. Registration is required to access the service. User:
given permissions to submit and/or search specific tables in the database based on their needs.

The service is located on the web at:

http://heasarc.gsfc.nasa.gov/akbar/
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For assistance please contact the AXBAR Help Dosk
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2 Registration and Login

2.1 Invitation Request

Only registered users can access AKBAR. The registration process is initiated through an invitation sent
your email address by an AKBAR administrator. To request an invitation, go the following link:

http://heasarc.gsfc.nasa.gov/akbar/help/?subject=Account+Request

| AxBARHOME | wePoesk | | | | |

Please contact the AKBAR Help Desk with any comments or questions you may have concerning
AKBAR. Non-AKBAR-related feedback should be directed to the HEASARC Help Desk.

Your email address:

Subject:
Account Request

Question/comment:

’_ Submit \ chset )

Enter your email address in the top field and the request in the comment field, then press submit.

Your request will be reviewed by an AKBAR administrator and if it is accepted, you will receive an invitation
email containing a unigue registration link. You may receive an email with further questions regarding you
account privileges before an invitation is sent.

The invitation contains a unique link which must be visited to begin the registration process. The invitatio
expires after thirty days. If you do not register while the invitation is valid, request another invitation.
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ene AKBAR Invitation [a)

From: AKBAR Invitation Generator
Subject: AKBAR Invitation
Date: July 27,2004 3:49:08 PM EDT
To: pjtry@example.org

Greetings from AKBAR, the Astrophysics Knowledge Base for Analysis and
Reporting, a service of NASA's High Energy Astrophysics Science Archive
Research Center.

You have been invited to create an AKBAR account. Please go to the following
link to register with the AKBAR service:

hitp/heasarc.gstc.nasa.gov/akbariregister htmi?id=1h2i3j4k516m7n8o
Your membership in the following AKBAR groups has been pre-authorized:

KWYJIBO Follow-Up Team
KWYJIBO Mission Operation Center

Please note that this invitation expires at 2004-08-26 19:49:08 UTC. If you
neglect to sign up before that date, then you will need to contact the AKBAR
Help Desk at the URL below in order 1o receive another invitation:

httpheasarc.gsfe.nasa.gov/akbarhelp/

Sincerely,

The AKBAR Software Development and Support Team

High Energy Astrophysics Science Archive Research Center (HEASARC)
Laboratory for High Energy Astrophysics

NASA / Goddard Space Flight Center

Wz
T —
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2.2 Regqistration

Upon visiting the link from the invitation email, the registration form is presented.

[ axsamwowe | wepoesk | | | | |
Register for AKBAR Access

Note: Required fields are marked with an asterisk ().
User D *
Password *
Laseword Passwords must be at Jeast 6 characters and contain at least one

Verify letter and either one number or one symbol.
Password *

Title * Eirst * Middie Last Name *

Dr. %

Department

AAVSO .
— AMERICAN MUSEUM OF NATURAL HISTORY 0
instle AOYAMA GAKUIN UNIVERSITY

ARIZONA STATE UNIVERSITY M
Or, if your institute is not listed above, enter it here.

Address 1°*
Address 2
City/Town *
State/Province

Zip/Postal
Code *

USA 4
Argentina O
Australia

Austria v

ntry *

Telephone *
FAX

GPG/OpenPGP
Key Fingerprint

™ Please send an e-mail receipt to me for every data record | submit

f N £ N
Register Reset

Fill in your contact information. Fields marked with an asterisk are required. Most of the fields are
self-explanatory, however, field—specific help is accessed by clicking the text label of each field.

Once you are registered under a particular user id, it cannot be changed. All the data records you submit a:
AKBAR user will be tagged with this user id.

Please make an effort to find your institution in the Institution selection list. If you enter an alternate spellin
of your institution in the field, it may impact the usefulness of your account.

The "GPG/OpenPGP Key Fingerprint" field is only needed when data is submitted via email. If you have

public key you may enter its fingerprint here, however, it is ok to leave this field blank and update it whe!
necessary.
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The checkbox at the bottom of the form labelled, "Please send an e—mail receipt to me for every data recol
submit" is selected by default. If you do not wish to receive email confirmation of your data entry, deselect tf
checkbox.

After completing the form, press the "Register" button.

If there is a problem upon submission, an error message will be printed followed by the registration forn
Possible errors include: failing to enter a required field, entering a user id that has already been registered,
entering a password that is not at least 6 characters and does not contain at least one letter and either
number or symbol. Edit the form to correct the error and re—submit. Note: The "Password" and "Verify
Password" fields must be entered again as their values are not retained.

The email address to which your invitation was delivered is automatically associated with your accoun
however, it may be modified through Edit Profile.

2.3 Login

Once you have successfully registered an AKBAR account, you can access the service by logging into it. (
the right side of the AKBAR home page is a login box.

User ID:

Password:

’ Login_\‘

Forgot User ID?
Forgot Password?

Enter your user id and password. Then, press the ‘Login’ button.

Upon login, a session cookie is sent to your browser. AKBAR requires your browser to accept this cooki
otherwise you cannot use the service. Note, a session cookie only exists for the current browser session. If
exit your browser, the cookie is forgotten. If you leave your browser running, the cookie is still only valid for
a 24 hour period from the moment you initially logged in.

Once logged in, several new buttons will appear in the AKBAR button bar:

AKBAR HOME HELP DESK EDIT PROFILE CHANGE PASSWORD My AKBAR | LOGOUT |

To log out, deleting your AKBAR cookie, press the "Logout" button at the far right. We recommend that yol
logout when you are finished using AKBAR.

The remaining buttons are discussed later in this manual: Edit Profile, Change Password, My AKBAR.

2.3.1 Password Reset

If you have forgotten your password, select the "Forgot Password?" link at the bottom of the login box. Fro
the Password Reset page, enter your user id and press "Submit" Your password will be reset and the r
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password will be mailed to the email address associated with your account. Upon receipt of the email, loc
with your new password and visit the Change Password page as soon as possible.

2.3.2 Request User ID

If you have forgotten your user id, select the "Forgot User ID?" link at the bottom of the login box. From the
Request User Id page, enter the email address that is associated with your account and press "Submi
message containing your user id(s) will be mailed to the email address associated with your account.

2.4 Edit Profile

If your contact information, such as phone, address, email, etc., has changed or requires correcting, select
"Edit Profile" button while logged into AKBAR. The Edit Profile form will be presented:

| AXBARWOME | HELPDESK | EOMPROFILE | CHANGEPASSWORD | MyAKeAR | Locour |
AKBAR Profile Update

Note: Required fields are marked with an asterisk (*).

User ID pifry
Title * First * Middle Last Name *
Prof. 18) PHILIP Ir | "FRY
all Addr : Arm:ahﬁmﬁyway gsfc.nasa. gov
Repariment 'DEPARTMENT OF PBS
AAVSO -
DSy AL O AT HSTORY ®

ARIZONA STATE UNIVERSITY

Or, if your institute is not listed above, enter it here:
MARS UNIVERSITY

Address 1° P. EXPRESS LANE

Address 2

Clty/Town * NEW NEW YORK
yProvince * | NY

Zip/Postal Code * 03000

R Argentina
Country Australia
Austria M
Telephone * 555-555-3000
FAX
GPG/QpenPGP
Key Fingerprint

# Please send an e-mail receipt to me for every data record | submit

£ N f b Y
_Update | [ Reset

The form should be familiar as it differs only slightly from the registration form. For example, your user id
cannot be changed once you have registered. The email to which your initial invitation was sent is associa
with your account at registration, however, once registered it can be changed via the "Edit Profile" form. Als
changing your password is not available on this form, but rather through the "Change Password" button.

2.3 Login 6



After editing the appropriate fields, press the "Update" button. If there is an error during the update proce:
the error message will be printed followed by the form with the values you recently submitted. Correct th
error and re—-submit.

2.5 Change Password

In order to change the password associated with your AKBAR account, select the "Change Password" but
while logged into AKBAR. The Change Password form will be presented:

Change Password

User ID pifry
Existing Password [ ]
New Password

Confirm New Password

fChanqu fkeself

Passwords must be at least 6 characters and contain at least one letter and either one number or one symbol.

Enter the existing password for the account, then the new password twice for verification, and press t
"Change" button. If there is an problem, an error message will be printed followed by the form. Possibl
errors include: incorrect existing password, mismatch between the new password and its confirmation, or t
new password is not at least 6 characters and contains at least one letter and either one number or one syr
Based on the error message, fill out the form again, and re—submit.

2.6 My AKBAR

Upon login from the AKBAR home page or selection of the "My AKBAR" button while logged in, the My
AKBAR page is presented:

[ AKBARHOME | HELPDESK | EDITPROFILE |  CHANGEPASSWORD | MyAKBAR | LOGOUT |
Hello, PROF. PHILIP J FRY.
Qur records show that you are a member of the following AKBAR groups:

o KWYJIBO Follow-Up Team (KWFOLLOW)
o KWYJI ission Operation nter (KWMOC

The page contains a list of links to the AKBAR groups of which you are a member. The format of each iter
in the list is "Group Name (GROUPID)" where "Group Name" is a description of the group and "GROUPID"
is the short name identifier for the group. When submitting data via email the short name is used.

From the list select the link for the group with which you are concerned. You will have the opportunity tc
search and/or contribute data to the group.

2.5 Change Password 7



3 Selection/Search Page

Upon selection of a group, you will be presented with the group's page:

[ axearwome | weipoesk | eomerorie | cuancepassworo | wyaxear | Locour |
Enter new data
-OR-
Modify recently entered data:

li‘f—w archive_date ta%nole record_date
@ 4 14 ure) @ & 1 ure)

o g 2004-07-26  [COMPOSITION: SLUG __ [2004-07-28 —
LI |SLURMOO1PIF (g 45,00 EMISSIONS 15:23:24 —

Show all records

Search via Browse engine (Specify Any Parameter):

Tag ID:
Analyst Initials:
Archive Date:

(search)  (Reset)

Search Term Help: (Eurther Browse Help)
Tag searches are case-insensitive and can include asterisk (*) as wildcard.
Examples of date/time inputs:

e 2001-01-20 06:00:00

e 2001-01-20

e 51929

e 2001-01-20 .. 2001-02-15

e 1992-12-31; 48980.5; 1995-01-15 12:00:00; 1997-03-20 .. 2000-10-18

The top portion of the page is concerned with the management of data records contributed by you, while 1
bottom portion is used to find data records within the entire group. If the selected group is a read—only grot
only the bottom search section will be presented.
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3.1 Enter New Data

The topmost link, "Enter New Data,"leads to the group's form with nothing pre—filled.

AKBAR HOME HELP DESK EDIT PROFILE CHANGE PASSWORD LOGOUT

vAl't:hlve Date & Tag

Archive Date

Day Monh Year hh mm  paX® vewr mn mm

W M ™ T lor ™ | ]
If Day-of-year Is filled,

Day-Month-Year fieids are ignored.

Archive Tag
Data From llenam Analyst Initials
Pipeline @

’ Stripchart

P Errors

Summary

Return n Ivi

See Submission Form for instructions on using the form.

3.1 Enter New Data



3.2 Modify Existing Data

If you have entered data into this group in the last month, a table listing the default parameters for ea
recently entered record is presented:

tag_id archive_date ta?}_ note record_date
<0 < 4 urc) @ & 14 urc)

. 2004-07-28 _ |COMPOSITION: SLUG __ |2004-07-28 :
Vi Mod 1
U (SLURMOOPIF 50400 EMISSIONS 15:23:24

Show all records

Under the recent activity table, select the "Show all records" link to display all the active records you hav
submitted to this group. To return to the default view of the last month of records, select the "Show onl
recent records” link. The table can be reordered by selecting an arrow icon in any column header. Selectin
down arrow causes the table to be sorted by that column in ascending order (increasing from top to bottor
while an up arrow sorts in descending order (increasing from bottom to top). The leftmost button associat
with each record, View, lists all the parameters for that particular record when selected.

An existing record can be only modified or deleted by the user that inserted that record in AKBAR. A
different user can add similar information by creating a new record. For example, if User A inserte
information regarding a source X, indexed by AKBAR with a specific record number, User B can not modify
that record number but can enter a new record on source X. If User A wants to modify or amend his record
source X via the AKBAR e—mail server they have first to delete record via the web interface. Otherwise th
database will contain two records on source X from User A with old or partial information in each of the
records.

However if the database has restriction such that records have to be unique in one of the parameters, be
making an update via the AKBAR e—mail server the user has to discard that record via the web interface fir
Using the previous example, if the database has to contain only one record on source X, only the User A ¢
update or delete that record and no other record from different users on source X will be allowed. If the updz
occurs via e—mail, User A has to first delete the record via the web on source X and after has to re-submit
e—mail. If the record is not discarded the user A will get an error message when submitting the e-mail.

When the Modify button associated with a particular record is selected, the group's form is presented wi

values pre—filled from the existing record. Upon successful submission the original record is discarde
replaced by the new entry.

3.2 Modify Existing Data 10



AKBAR HOME HELP DESK EDIT PROFILE CHANGE PASSWORD | wyaksar | Locout

vArt:hhm Date & Tag
Archive Date
Day of
Day Month  Year hh  mm the Year Year hh  mm

2858) (u ) (20048 & a8 | or 9

If Day-of-year is filled,
Day-Month-Year flelds are ignored.

Archive Tag

From Root Filename Analyst initials
(Ppeine ) [swomwor ] o
Note

COMPOSITION: SLUG EMISSIONS

’ Stripchart

’ Errors

vsummary

sSummary

Data sampie confrmed by drect nspection of slurm source.

m A vl

See Submission Form for instructions on using the form.

3.3 Discard Existing Record

The rightmost button, Discard, is used to discard the record with which it is associated. Upon selection,
confirmation box is presented (provided your browser supports javascript).

=

JavaScript
@ Are you sure you want to discard?

( Cancel ) 0K

If the OK button is selected, the record is marked as discarded and unavailable to future searches
modification. To avoid discarding the record, select the Cancel button.

3.3 Discard Existing Record 11



3.4 Search

The parameters available in the search box varies based on the group, however, all group search boxes sh
similar interface. In general a small number of search fields are provided for those parameters which &

anticipated to be commonly searched.

Search

via Browse engine (Advanced Search):

TagID:
Analyst Initials:

Archive Date:

’»Search> (Reset )

Fields that are left blank are ignored. If multiple fields are filled, all parameters much match in a record to k
returned in the search results.

3.4 Search 12



If a desired parameter is not present in the standard search box, selecting the "Advanced Search" link v
present a standard Browse interface for searching any parameter in the group table.

Choose Tables > Parameter Search > Scarch Hesulls = Choose Data Products

:B,r,o,w_,se Home Search of Catalog(s) H;g' @ HeEr

Duseripon . Cowiey . Duie Deteuli Resius frowin) Misston Tebie Type
KWLIBO  kwijibo_cover N

1. Enter any constraints on the query below. Help on constraint syntax

(What about wildcards. spaces. and case sensitivity?)
2. To change the fields that are returned, select the box in the 'View' column beside

each field desired.

3. To sort the results by any field, select one box in the 'Sort' column beside the field

to sort on. ' examples of query constraints: m

v_':'! Sort  Parameter (Unit) Query Terms v':::‘ v':,':‘ Yr;l::

4 _:— user id string
#O tagd - string
# O archive date date
& O 1ag note string
Z summary string
2 O reviewed string
= O tag root string
O O review date date

4. Do you want to change your current query settings?

Object Name Or " (e.q. Cyg X-1 or 12 00 00, 4 12 6) Use

Coordinatesi semi-colons (;) to separate multiple object names or coordinate pairs
(e.q. Cyg x-2; 12.235, 15.345)

Coordinate System: (12000 %)
Search Radius: Default ;avuec E’ Default uses the optimum

" radius for each catalog searched.
Name Resolver; | siM8aD, else NeD 75)
7 Tnetime portion of the date is optional.

Observation Dates: Separate multiple dates/ranges with semicolons (;).
S S "~ Range operator is ..". (e.g. 1992-12-31; 48980.5; 1995-01-15 12:00:00;

1997-03-20 .. 2000-10-18)
Limit Results To: [ 1000 %) rows

Qutput Format: | HTML Table )

Show All Parameters: [ Select to display all catalog parameters instead of only defaults

5. (start Search ) (Reset)

Select the View checkboxes to the left of the parameter names that are to be displayed in the results. T
parameter names are linked to help on that particular parameter. Data may be exported for plotting or otl
analysis by changing the Output Format. For example, upon selecting Excel-compatible and initiating tt
search, a file usable in Microsoft Excel will be returned. Note, however, that there is a 256 column limit ii
Excel, so if more than 256 parameters are selected there will be data loss in the exported file.

3.4 Search 13



Once submitted, the search results are presented in a format, which is familiar to users of Browse.

Am«m’ A HELP

!Browse Home
|

Choose Tables > Search Results > Choose Data Products
Return to AKBAR

(Redisplay) @s | TextTable %)

f Printer-Friendly Version )

Reset)

Table Legend:
@ Display all parameters for a row
< Sort by a column in order: 1,2,3 1 Sort by column in reverse order: 3,2,1

jibo_main
Select|{Services|user Id tag id archive date tag note
pr 3o S0 30 35

urlee |KWD0038912TL [2005-05-05 15:55:00/IMPORTANT RESULT
[ibend KW00023554BND|2006-06-21 12:30:00/SLIGHT BENDING
[ibend [KW00023555BND|2006-06-21 12:30:00(AVERAGE BENDING
ibend [KWD0023556BND|2006-06-22 12:30:00|{SIGNIFICANT BENDING
farms  [KWD0012445HJF [2005-02-01 11:11:00
farns  [KWD0012546HJF [2005-04-04 14:50:06{GREAT NEWS EVERYONE
pifry  [SLURMOO1PUF  [2004-07-28 09:48:00|COMPOSITION: SLUG EMISSIONS]

7 rows retrieved from
When finished viewing the results, use your browser's Back button or select the "Return to AKBAR" link tc

return to the current group's page. The data that is currently being displayed may be redisplayed in a differ
format, by selecting a format and pressing the Redisplay button. This capability is identical to the the Outp

Format option of the Advanced Search page.

LD |

2| 2| 2 2 B 2| P
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4 Submission Form

After choosing to enter new data or modify existing data from the group page, you are presented with a gro
form.

AKBARHOME | HELPDESK | EDIT PROFILE CHANGE PASSWORD | myaxBar | Logout

vIu'c:hlve Date & Tag
Archive Date
Day of
Day  Month  Year hh  mm the Year Year hh  mm
2808) (u 9) (200088 0o | @ or [ | @ |
If Day-of-year is filled,
Day-Month-Year flelds are ignored.
Archive Tag
Data From Root Filename Analyst Initials
_Pipeline %) lswmor [ o
Note

Composition: skug emssions

’ Stripchart

’ Errors

vSwrlmary

summary

Data sample confrmed by drect inspection of skurm source.

Return to Recent Activi

Every group form has different data inputs, however, all forms share a familiar interface. The triangle
preceding header text denote collapsible sections. If a triangle pointing to the right is selected, the contents
the section are revealed. If a triangle pointing down is selected, the contents are hidden.

Special group forms can have numbered sections that represent individual targets, observations, etc. S

numbered sections have additional control elements to manage section addition, duplication, deletion a
re—ordering.
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vaservatIon Form

+ m New Observation
+ m Clone of Observation Number: ' # %)

¥ Observation Number: 1

Do you want to delete this observation? N 2
Move this observation to Observation Number: | # %

Immediately below the collapsible header of a multiple section form are two 'Add' buttons, one for addin
new blank sections and one for cloning existing sections. When the button associated with "Add Ne!
Observation" is pressed, a blank observation is added to the end of the form. Cloning (i.e. duplicating
copying) an observation involves the selection of the number of the observation to be duplicated from tt
popup list and pressing the associated "Add" button. A new observation will be added to the end of the for
with the contents copied from the original observation.

Immediately below the collapsible header for a numbered instance of a multiple section form are two toggl
allowing you to delete or move that particular numbered section. In order to delete observations, change |
"Do you want to delete this observation?" toggle from 'N' to 'Y'. Upon pressing 'Verify' or any button in the
form, the observations that have been set to "Y' will be removed. Observations may also be re-ordered
changing the "Move this observation" toggle to a new position and pressing 'Verify' or any other button in th
form. The final order will follow the move toggles that have been set with unspecified positions being fillec
based on the original order. For example, if you start out with five observations and set observation numt
three's move toggle to 1, the new order will be 3, 1, 2, 4, and 5. Observation 3 will become the new number
1 will be the new number 2 and so on. If multiple observations are requested to move to the same positi
only the first request will be honored. If there is only one observation, no move toggle will appear. Dependir
on the form, an observation may go by target or some other term.
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4.1 Verify

Once the form is filled out, press the Verify button. Note there are identical Verify buttons at the top an
bottom of the form.

If there are no problems, a "Form verified successfully" message will be printed above the form and tt
Submit button will appear next to the Verify button.

AKBAR HOME HELP DESK EDIT PROFILE CHANGE PASSWORD LOGOUT

Form verified successfully.

¥ Archive Date & Tag
Archive Date
Day of
Day Month Year hh mm R0 Year  hh mm
(2879 (Jul 7% (200479 ‘0o | a8 | or ™
If Day-of-year is filed,

Day-Month-Year flelds are ignored.

Archive Tag

Data From Root Fllename Analyst Initials
Pipeline 789 lswrmoor o

Note

Composition: skig emssions

’ Stripchart

’ Errors

v!.‘»ummary

Summary
Data sample confrmed by direct inspection of slurm source.

4.1 Verify 17



If, however, there are issues with the data entered, such as missing required fields or incorrect data format
(e.g. characters entered in number fields), the errors will be listed before the form.

AKBARHOME | HELPDESK | EDIT PROFILE CHANGE PASSWORD | wmyaxBar | rocout

Attempted verification of your proposal detected 1 error:

Minute of Day-Month-Year Date: value Is greater than (60.00)

¥ Archive Date & Tag
Archive Date
Day of
Day Month  Year hh  mm the Year Year hh mm
28 9%) (Jul #8) (2004789 o 72 | or %)
If Day-of-year is filled,
Day-Month-Year flelds are ignored.
Archive Tag
Data From Root Fllename Analyst Initials
Pipeline 1-9‘3 swemootr Dﬁ——
Note

Compostion: skig emssons

' Stripchart

’ Errors

vt?.ummary

_SQmegy

Data sample confrmed by drect inspection of skurm source.

Return 1o Recent Activi

The error messages include the name of the field and the problem with that field separated by a colon. Cort
the issue and press the Verify button. Continue this process until the form is successfully verified.

4.1 Verify 18



4.2 Submit

Once the form has been verified, press the Submit button. The form will be shown again with all the fielo
visible, but unchangeable.

AKBARMOME | MELPDESK |  EDIT PROFILE CHANGE PASSWORD My AKBAR LOGOUT

Murn to Recent Activi

The following record was submitted successfully:

vAlthlVO Date & Tag
Archive Date
Day of
Day Month Year hh mm the Year Year hh mm

or

If Day-of-year is filled,
Day-Month-Year fields are ignored.

Archive Tag
Data From Root Filename Analyst Initials
Note

v Stripchart

Expanded Stripchart Form Here

v Errors

Expanded Errors Form Here

v Summary

&gmma!!

Data sampie confirmed by direct nspection of shurm source.

If you have selected the "Please send an e—mail receipt to me for every data record | submit" checkbox in y
account profile, an email will be sent to you listing the information you have submitted. Note that the receiy
is for informational purposes only. Its format is incompatible with submission via email.

Selecting the "Return to Recent Activity" link will send you to the selection/search page. Your newly entere
record should be at the top of the list.
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4.3 Save and Reload

Although previously submitted records can be modified, you may still wish to save a partially completed forr
for later input.

After you have filled the form to the extent that you wish to in this session, press the 'Save' button. In ma
browsers, a dialog box will be presented so you may indicate what to do with the saved form. Choose t
option to save it to disk. Depending on your settings, some browsers will download the file directly into
designated folder as soon as the AKBAR Save button is pressed. The saved form is a text file containing e:
field in the form paired with the value you entered. This format is compatible with Email Submission.

To resume filling out a previously saved form, press the Reload button. A new page containing a Load Fi
input field will appear:

Load File

File: { Browse... ) ( Submit )

Select the file to be loaded. In most browsers this involves pressing the 'Browse..." button, although there |
variations such as 'Choose File'. Once the file has been selected, press the 'Submit' button. The values fron
AKBAR saved form will fill the input form.
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5 Email Submission

5.1 General Description

The AKBAR E-mail Server provides a facility for submitting AKBAR forms via e-mail. It is an automated
server that provides form verification and submission using GPG/OpenPGP signatures for authentication.

All messages for the AKBAR E-mail Server must be sent to
» akbar@dbms1l.gsfc.nasa.gov

If you have any questions or comments or require assistance with the AKBAR E—mail Server, please cont:
the AKBAR Help Desk.

The e—-mail server parses the incoming e-mail based on a very limited set of commands. The requir
command keywords are <BEGIN> and <END> (the server is not case-sensitive). The most commonly us
command keywords, in addition to <BEGIN> and <END>, are <PROJECT=x> and <OPTION=x> where the
value of "x" is supplied by the user.

The email submission service can only be used to submit a new data record. It cannot be used to modify
existing record. We recommend that you keep your original submission email if major updates are necesse
Modify the original email to resubmit via email and discard the prior version of the data record via the we
interface. Minor updates are easily conducted through the web interface. A description of how to modify &
existing record is in the Modifying Existing Data section of the AKBAR User Guide.

5.2 Instructions to Carry out Specific Tasks

This section lists specific sets of instructions to carry out the tasks most commonly required during the for
verification and submission process. The subsequent section lists the complete command syntax. In all of
examples below, SWIFTBA is specified for the project name. For users submitting forms for other group:
simply substitute the appropriate AKBAR unique group identifier for "SWIFTBA". A user can discover the
group identifier associated with an AKBAR group by going to the user's My AKBAR Web page. The groug
identifier is listed inside parentheses after each group name.

a.Blank Forms
Users may request a blank ASCII form containing "name:value" entries. Users may then use ar
editor to supply the necessary values for the listed entries. To receive a blank form, send the followir
message to the server at the address listed above.

<BEGIN>
<PROJECT=SWIFTBA>
<END>

b. Form Documentation
Users may request an ASCII text file containing short descriptions of all of the fields in the form. Ta
obtain this document, send the following message to the server.

<BEGIN>
<PROJECT=SWIFTBA>
<OPTION=HELP>
<END>
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c. Form Verification
After the user enters all of the necessary values into the form, s/he can E-mail this file to the serv
for verification. Verification will identify required fields with missing values and incorrect values
(declinations larger than 90 degrees, for example). The form will be sent back to the user indicatin
any errors detected. All error messages are preceded with a » to make it easier for users to search
them. To verify the form, e—mail the completed form to the server. The following commands shoulc
be at the top of the form.

<BEGIN>
<PROJECT=SWIFTBA>
<OPTION=VERIFY>

The "name:value" entries must then be listed, followed by an <END> tag. The order of the entries i
not important and omitted names will be treated as blank.

d. Form Submission
Once the user has verified the form, corrected any errors, and is pleased with the results, the u:
should submit the form to the AKBAR database. The user should use the SUBMIT option. The
SUBMIT option will perform a final verification (as a safety check). If no errors are found, the form
will be e-mailed to the appropriate database address for that project. If errors were detected, the fo
is returned with the errors flagged. To submit, insert the following lines at the top of the completec
form, sign the e—mail using GPG or OpenPGP and send the result to the server.

<BEGIN>
<PROJECT=SWIFTBA>
<OPTION=SUBMIT>

5.3 AKBAR E—-mail Server Syntax

The server uses a simple syntax of keywords and name-value pairs. Below is a description of the AKBA
server keywords.

<BEGIN>
Beginning of message. The remainder of the mail message is processed until <END> is found or el
of mail message file is reached. This keyword is always required.

<PROJECT=name>
Specifies the project name. If this is the only line in the mail message, an empty form for the specifie
project will be returned. Otherwise, the contents of the mail message will be processed as the actl
form.

<OPTION=keyword>
Specifies the option. Valid option keywords are HELP, LATEX, SUBMIT, and VERIFY. HELP
option will return the help documentation for the specified project, LATEX option will return the
specified form in LaTeX format, SUBMIT option will verify and submit the specified form, and
VERIFY option will verify the specified form. VERIFY option is the default.

<REPLY=keyword>
Specifies whether the return message from the AKBAR e—mail server should be signed, encrypte
and the method for doing so. Valid REPLY option keywords are CLEAR_TEXT, ARMOR_SIGN,
ARMOR_SIGN_ENCRYPT, MIME_SIGN, and MIME_SIGN_ENCRYPT. The default is
MIME_SIGN which causes the return e-mail to have a MIME type of multipart/signed according to
the Internet standard RFC 3156. The ARMOR_* options use the classic PGP ASCIl methods fo
signing/encrypting. The * ENCRYPT methods will not work unless the user's key has been verifiec
and signed by a member of the AKBAR team or the user's key is trusted according to the AKBAF
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GPG/OpenPGP Web of Trust. Because of this, please do not use the * ENCRYPT methods unle
you absolutely need complete privacy.
<ECHO=ON|OFF>
Specifies the echo mode. If ON is specified, both user input and processed results are returne
Otherwise, only the processed results are returned. OFF is the default.
<COMMENT=any text>
Allows the user to specify any comments for their own use. It is useful for tracking multiple versions
of a form. Comment fields are ignored by the verification system.
<COVER>
Specifies the beginning of the cover portion of the form. Subsequent lines are processed as the cove
<TARGET>
Specifies the beginning of the target portion of the form. Subsequent lines are processed as the targ
Multiple targets may be specified by beginning each target with this keyword.
<END>
End of message. The remainder of the mail message, if any, is ignored. This keyword is alway
required.

5.4 AKBAR Authentication Using GPG/OpenPGP Signatures

In order to submit a form using the AKBAR E-mail Server, you need to attach a digital signature to you
e—mail. A digital signature is an electronic signature that is used to authenticate the identity of the sender
the e-mail and to ensure that the original content of the message that has been sent is unchanged when
received. A digital signature can be used with any kind of e-mail, whether it is encrypted or not. The AKBAF
team recommends GPG (GNU Privacy Guard, also known as GnuPG), which is Free Software. PGP 6.5.x
higher have also been successfully tested. Older versions of PGP may not fully work since they are r
compliant with the OpenPGP architecture. For example, PGP 2.6.2's ASCII "clearsign" signature methc
("pgp —sat") is known to work, but its public key encryption does not work with the AKBAR E—mail
Server.

Detailed information on how to get started with GPG can be found at

* GPG How-To
* GPG User Guide
* GPG FAQs

Users should familiarize themselves with the GPG documentation before starting. If you haven't used GF
before, you'll first need to generate your public and secret keys, your revocation certificate, and upload yo
public key to one of the public keyservers such as pgp.mit.edu or wwwkeys.us.pgp.net. On man
Unix—compatible systems the following steps apply:

1.Create the ~/.gnupg directory. If you have ever run the gpg command before, this step may &
unnecessary.

apg
2. Generate your public and secret keys.

gpg ——gen-key
When you enter this command, GPG will ask a series of questions. For those that have a defau

select the default by simply pressing Return. Our recommended responses are indicated in italics.
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Please select what kind of key you want:
(1) DSA and ElGamal (default)
(2) DSA (sign only)
(5) RSA (sign only)

Your selection? 1

DSA keypair will have 1024 bits.

About to generate a new ELG-E keypair.
minimum keysize is 768 bits
default keysize is 1024 bits

highest suggested keysize is 2048 bits

What keysize do you want? (1024)

Requested keysize is 1024 bits

Please specify how long the key should be valid.

0 = key does not expire
<n> = key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n months
<n>y = key expires in n years

Key is valid for? 0

Key does not expire at all

Is this correct (y/n)? y

You need a User-ID to identify your key; the software constructs the user id
from Real Name, Comment and Email Address in this form:
"Heinrich Heine (Der Dichter) <heinrichh@duesseldorf.de>"

Real name: Your Name Here
Email address: your@email.address
Comment:
You selected this USER-ID:
"Your Name Here <your@email.address>"

Change (N)ame, (C)omment, (E)mail or (O)kay/(Q)uit? O
You need a Passphrase to protect your secret key.

Enter passphrase: enter your passphrase here
Repeat passphrase: enter your passphrase again

We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

+++++. .,

At this stage, type random characters on the keyboard

public and secret key created and signed.
key marked as ultimately trusted.

pub 1024D/B5BDF007 2004-06-28 Your Name Here <your@email.address>
Key fingerprint = 1234 5678 9ABC DEFO0 1234 5678 9ABC DEFO0 1234 5678
sub 10249/DB544C9B 2004-06-28

3. Copy the 50-character string of hexadecimal digits and spaces from the output of gpg that follow
"Key fingerprint = " and then paste it into the "GPG/OpenPGP Key Fingerprint" field of your
AKBAR user profile and submit. Now, whenever you send a signed e-mail to the AKBAR E-mail
Server, AKBAR will be able to associate your digital signature with your AKBAR account.

If you have an existing key and need to retrieve the fingerprint of your key for adding to your
AKBAR user profile, run the following command:

gpg ——fingerprint SLOGNAME
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If you have multiple keys associated with your login name or if you are using a non-Unix platform,
you may need to enter the complete e—mail address you specified when you generated your key
place of SLOGNAME.

4. Now, upload your public key to a public keyserver, such as pgp.mit.edu or wwwkeys.us.pgp.net:

gpg ——keyserver pgp.mit.edu ——send-keys $SLOGNAME
5. Although at this point everything should be in place to allow you to submit data to AKBAR via email,
we recommend that you generate a revocation certificate. If you ever forget your passphrase or lo
your secret key, this will allow you to revoke your public key and start over by generating a new one.

gpg ——gen-revoke $SLOGNAME

After you enter that command, you will be asked several questions. The procedure for generating
revocation certificate is as follows:

sec 1024D/12345ABC 2004-06-28 Your Name Here <your@email.address>

Create a revocation certificate for this key? y
Please select the reason for the revocation:

0 = No reason specified

1 = Key has been compromised

2 = Key is superseded

3 =Key is no longer used

Q = Cancel
(Probably you want to select 1 here)
Your decision? 0
Enter an optional description; end it with an empty line:
>just press Return
Reason for revocation: No reason specified
(No description given)
Is this okay? y

You need a passphrase to unlock the secret key for
user: "Your Name Here <your@email.address>"
1024-bit DSA key, ID 12345ABC, created 2004-06-28

Enter passphrase: enter your passphrase here

ASCII armored output forced.
Revocation certificate created.

Please move it to a medium which you can hide away; if Mallory gets

access to this certificate he can use it to make your key unusable.

It is smart to print this certificate and store it away, just in case

your media become unreadable. But have some caution: The print system of
your machine might store the data and make it available to others!

Print the key block and/or store it in a text file, but keep it secret, keep it safe. Consult the GP(

documentation for instructions on how to use the revocation certificate to revoke your public key
should the need arise.

5.5 AKBAR E—-mail Server Public Key

Users interested in encrypting messages to the AKBAR E—mail Server or verifying the digital signatures ¢
the responses from the AKBAR E—-mail Server can obtain the AKBAR E—-mail Server's GPG/OpenPGl
public key in either of the two following ways:
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* You can retrieve it from most OpenPGP public keyservers (e.g., pgp.mit.edu or wwwkeys.pgp.net)

gpg ——keyserver pgp.mit.edu ——recv-keys B60CA966
* You can download it from the HEASARC directly and import it into your public keyring

gpg ——import akbar—public-key.txt

After the AKBAR public key has been added to your public keyring, you should verify the fingerprint of the
public key using the following command:

gpg ——fingerprint akbar@dbms1.gsfc.nasa.gov

Here is the fingerprint of the AKBAR public key:

4B15 6DEA BDCE E2F6 F718 943F 268B 6246 B60C A966
After verifying the fingerprint, you should sign it locally:
gpg ——Isign—key akbar@dbms1.gsfc.nasa.gov

You now have the ability to send encrypted e—mails to the AKBAR E-mail Server. However, as noted abov
your public key will not be trusted and decryption will fail unless your public key has been verified and
signed by a member of the AKBAR team (contact the AKBAR Help Desk). Alternatively, if your public key
has already been signed by a large number of people, it may be possible your key is trusted automatics
according to the AKBAR GPG/OpenPGP "Web of Trust." In any case, encryption is not recommended fc
usage with the AKBAR E—mail Server unless one absolutely needs complete privacy.

5.6 Using GPG with Specific Mail User Agents

5.6.1 Using Mutt for E-mail Submission

If the Mutt Compose menu (i.e. the screen from which you press 'y' to send a message) has a 'PGP:' line yo
local mutt has already been configured for PGP signing and encrypting.

If this is not the case, find the 'gpg.rc’ file installed alongside the Mutt documentation on your system. For
example:

Jusr/share/doc/mutt-1.2.5.1/gpg.rc
/usr/doc/mutt/samples/gpg.rc

and add a line to your ~/.muttrc to source this file:

source /usr/share/doc/mutt-1.2.5.1/gpg.rc
Alternatively, the contents of this file can be appended to your ~/.muttrc file.

Now, from the Compose menu, press 'p' then 's' to sign your mail message before sending to the AKBAR
E-mail Server. To sign all your mail, insert the following line in your .muttrc:

pgp_autosign = yes
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5.6.2 Using Pine for E-mail Submission

When you send a message (Control-X from the COMPOSE MESSAGE screen) if the 'Send message' prorm
in Pine, looks like this:

Send message (unfiltered)?

Press control-N to cycle through the available filters. If you see gpg-sign, Pine is already configured to sign
messages.

If this is not the case, execute the following from the command line:

pinegpg-install

This script will modify your .pinerc to add gpg—sign support.

If, however, this script is unavailable, modify your ~/.pinerc to contain lines similar to the following:

# This variable takes a list of programs that message text is piped into

# after MIME decoding, prior to display.

display—filters=_LEADING("-———- BEGIN PGP MESSAGE————- ")_ /usr/bin/gpg—check,
_LEADING("-———- BEGIN PGP SIGNED MESSAGE————— ")_ Jusr/bin/gpg-check

# This defines a program that message text is piped into before MIME
# encoding, prior to sending
sending—filters=/usr/bin/gpg-sign,
lusr/bin/gpg—encrypt _RECIPIENTS__ your@email.address,
lusr/bin/gpg-sign+encrypt _RECIPIENTS_ your@email.address

After restarting pine, sigh a message to the AKBAR E-mail Server by pressing control-N at the 'Send
message (unfiltered)?' prompt until gpg—sign appears, and then pressing 'y'.

To make gpg-sign the default filter option, select compose—-send-offers—first—filter from the Setup/Config
menu.

5.6.3 Using Apple Mail for E-mail Submission
To use the Mail program that is installed with Mac OS X, the GPGMail plugin must be installed.

Check the "PGP Signed" checkbox to sign a message to the AKBAR E—mail Server.
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® 606 KWY)JIBO Submission o

To: akbar@dbms1.gsfc.nasa.gov

Ec:

Subject: KWYJIBO Submission

Bcc:

PGP: ™ signed | Philip J Fry <pjfry@example.org> @ () Encrypted ' Keys v/

<OPTION=SUBMIT>

<COVER>

Day of Day-Month-Year Date [format=I2]: 21
Month of Day-Month-Year Date [format=A3]: JUN
Year of Day-Month-Year Date [format=I4]: 2006

<BEGIN>
<PROJECT=KWMOC> E

Hour of Day-Month-Year Date [format=I2]: 12 X
Minute of Dav-Month-Year Date [format=F5.21: 30| /.
R —

5.6.4 Using Mozilla/Thunderbird for E-mail Submission
Install the Enigmail extension. If browsing with Mozilla, this is a simple matter of pressing the appropriate
Install button on the linked page. For Thunderbird, save the appropriate '.xpi' file from the linked page.

Choose 'Tools/Extensions' from the Thunderbird menu. Press the 'Install' button, and then select the ".xpi' fil
Exit Thunderbird and restart the application.

Sign a message by choosing 'Enigmail/Sign Message' from the menu when composing a message.
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